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ABSTRACT 

PROBLEM TO BE SOLVED: To provide a highly safe distributed system which 
detects a crushed message resulting in a wrong message destination and 
in which a 3rd party other than application programs of communication 
parties cannot easily interpret data values in the message. 

SOLUTION: The highly safe distributed system attaches information 
particular to each message to data in the message so as to detect a crushed 
message and encrypts the data values in the message according to an 
encryption method decided by transmission/reception application programs. 
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ABSTRACT 



PROBLEM TO BE SOLVED: To remove interruption by a third party and 

invasion of false information and to improve a line load and 

communication speed by converting certification data of picture 

information into a binary signal, transmitting it, restoring picture 



information restored on a reception side into original certification data 
with operated data for automatic error correction and specifying a 
transmitter based on customer recognition picture information and 
correction data. 

SOLUTION: The certification data read part 21 of a first computer 1 reads 
certification data recording paper where display by a two-dimensional code 
is recorded as certification data and generates certification data Nl as 
picture data in a memory. Certification data Nl is sent to a certification 
data thresholding part 22 and it is converted into a binary signal. Then, 
certification data N2 is generated and it is sent to a second computer 2 
with the operation of the certification key 24 of a ten key input part 23. 
In the second computer 2, certification data N2 is converted in a 
two-dimensional encoding part 12 and certification data Nl is obtained. 
Data distortion is corrected with error correction technology and reception 
data is specified in a comparison part 14. 
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Alerting Abstract US Al 

NOVELTY - Correct information is provided to selected intermediary 
and incorrect information is provided to non-selected intermediaries. 
The modified information is received from selected intermediary based 
on correct information. The modified information is received from non 
selected intermediaries based on incorrect information . The identity of 
selected intermediary is not specified to intermediaries. 

DESCRIPTION - An INDEPENDENT CLAIM is also included for information 
processing method. 

USE - For exchanging information, data and program between parties and 
intermediaries in e.g. electronic commerce, data marketing, engineering 



design project applications. 

ADVANTAGE - Prevents using or reselling of program or data by 
intermediary thereby improving security of data. 

DESCRIPTION OF DRAWINGS - The figure shows an algorithm of the 
information exchange method. 
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Alerting Abstract ...NOVELTY - Correct information is provided to 

non-selected intermediaries. The modified information is received from 
selected intermediary based on correct information. The modified 
information is received from non selected intermediaries based on 
incorrect information . The identity of selected intermediary is not 
specified to intermediaries. 
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selected intermediary . Basic Derwent Week: 200546 
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Alerting Abstract US Al 

NOVELTY - A call initiation message is transmitted to a proxy server 
or a pass-through server. A fake inbound call message is transmitted 
from the proxy server or pass-through server to a calling terminal, in 
response to receipt of call initiation message. An internet telephone call 
is initiated from the calling terminal, in response to fake inbound call 

DESCRIPTION - An INDEPENDENT CLAIM is also included for storage medium 
storing program to implement computer telephony integration. 

USE - For implementing computer telephony integration (CTI) using packet 
switched telephone network. 

ADVANTAGE - Allows advanced data networking features to be utilized for 
telephone calls routed over the internet and allows telephony functions to 
be implemented in conjunction with remote application computers over a data 
network utilizing variety of packet telephony protocols. 

DESCRIPTION OF DRAWINGS - The figure shows a block diagram of the 
computer telephony integration system. 
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inbound call message from proxy server or pass-through server to 
calling terminal, in response to receipt of call initiation message 

Alerting Abstract . . .NOVELTY - A call initiation message is transmitted 
to a proxy server or a pass-through server. A fake inbound call 
message is transmitted from the proxy server or pass-through server to 
a calling terminal, in response to receipt of call... 
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Alerting Abstract US Al 

NOVELTY - The system has monitored units attached to an object e.g. child 
and having a memory unit that stores an algorithm that is operable for 
determining if the units have been tampered. An emitter emits signals to 
skin of an individual. A processor (103) coupled to the memory unit has a 
circuitry sending an indication that one monitored unit has been tampered 
if intensity of reflections of emitted signals is less than threshold. 

USE - Used for monitoring and locating movable object e.g. child, people, 
pet and automobile. 

ADVANTAGE - The algorithm e.g. frequency hopping table, stored in the 
monitoring unit changes frequency of each communication, thus making it 
more difficult for a third party e.g., potential abductor, to locate the 
object e.g. child. The frequency change also prevents the third party 
to transmit false information to the monitoring unit. 

DESCRIPTION OF DRAWINGS - The drawing shows a system for monitoring and 
locating an object e.g. child. 

102 Monitoring units 

103 Processor 

105 Digital compass 

106 Display 
112 Vibrator 
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Alerting Abstract US Al 

NOVELTY - The location information of the wireless network device e.g. 
mobile phone is received and the dummy identification located in a memory 
is substituted for the identity of the wireless network device. The 
location information and the dummy information of the wireless network 
device is forwarded to the website, through internet. 

DESCRIPTION - INDEPENDENT CLAIMS are also included for the following: 

1. system for providing anonymous location service; and 

2. apparatus for providing anonymous location service. 

USE - For providing anonymous location service for wireless network. 

ADVANTAGE - Allows the wireless network users to query content providers 
for information relating to a particular location, without revealing their 
identities. Protects the identity of wireless network users, while 
providing content provider with enough information to promote effective 
target content delivery. 

DESCRIPTION OF DRAWINGS - The figure shows a schematic drawing of the 
anonymous location service providing system. 
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identifications to the global computer network. Upon receiving return 
messages from the global computer network, the proxy server reads the 
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the memory storage, and forwards the data to the appropriate network 



...the dummy identifications to the identity information, storing the 
relationships in a memory storage, and forwarding the location 
information and dummy identifications to the global computer network. 
Upon receiving return messages from the global computer network, the 
proxy server reads the dummy identifications, looks up the related 
identity information in the memory storage, and forwards the data to the 
appropriate network devices. 
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Anonymous location service providing method for use in wireless network, 
involves forwarding location and dummy identification of wireless network 
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NOVELTY - The method involves using relation between a dummy 
identification and wireless network device identity to find the identity. A 
message having a dummy identification is forwarded to the device. The 
device location is received and the dummy identification is substituted for 
the identity of the device. The location and the dummy identification of 
the device are forwarded to a website through a global computer network. 

DESCRIPTION - An INDEPENDENT CLAIM is also included for a system for 
providing an anonymous location service for use in a wireless network that 
tracks locations and identities of network users. 

USE - Used for providing an anonymous location service in a wireless 
network that track location and identity of network users (claimed) such as 
networks complying with the enhanced 911 standards, where the users are 
fans attending a sporting event at a stadium. 

ADVANTAGE - The method provides the content providers e.g. businesses and 
advertisers with the location information of wireless network users without 
revealing the identity of those network users. The method protects the 
identity of the wireless network users while still providing the content 
provider with enough information to promote effective targeted content 
delivery . 

DESCRIPTION OF DRAWINGS - The drawing shows a schematic diagram of system 
architecture that provides an anonymous location service. 
106 Wireless communication link 
114 Global computer network 
116 Websites 
118 Content providers 
120 Handheld location systems 
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included for the following: 



l.a computer program product embodied in a machine readable medium for 
monitoring and locating people and object 



2 .a ; 



and locating people and objects. 



USE - Used for monitoring and locating an object e.g. person, automobile, 

ADVANTAGE - The system provides secure communication making it more 
difficult for a third party , e.g. potential abductor, potential thief, 
to be able to locate the objects, e.g. child, automobile, as well as 
transmit false information to the monitoring device. 

DESCRIPTION OF DRAWINGS - The drawing shows a system for monitoring and 
locating an object. 
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104 Activation/deactivation unit 
106 Liquid crystal display 

111 Beeper 
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NOVELTY - A cache processor is operated to represent web objects stored 
in a cache memory, as a compressed bloom filter data array having 
preselected hash functions and array size selected to minimize rate of 
false positives for preselected transmission compression size. The data 
array are compressed to compression size and periodically disseminated to 
servers when the stored web objects are changed. 

DESCRIPTION - INDEPENDENT CLAIMS are included for the following: 



1. false positive reduction method; 

2 . distributed computer network; 



3. compressed bloom filter employing method; and 



4. data storage method. 



USE - For distributed web caching network. 

ADVANTAGE - As the cache processor is operated to represent web objects 
stored in its cache memory, the probability of producing false positives in 



distributed web server is reduced and the computation time is minimized. 

DESCRIPTION OF DRAWINGS - The figure shows the flowchart explaining the 
false positive reduction process 
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Alerting Abstract WO Al 

NOVELTY - A data stream having unused identifier reserved for security 
data associated with additional conditional access (CA) system, is provided 
at a broadcast source. A security device provides the security data 
including control messages using unused identifier in the data stream. 

DESCRIPTION - INDEPENDENT CLAIMS are also included for the following: 



1 .S 



rity device operating method; 



of sysi 



nf ormatii 



2. System information tables creating method 

USE - For additioi 
transmission system 
tables in MPEG data. 

ADVANTAGE - Outputs correct program map table (PMT) from the receiving 
device without the need to modify or update tables by minimizing the PMT 
processing required for each conversion of the service data, as the 
broadcast source sends dummy entries for data streams that are not 
present in the CA protected broadcast. 

DESCRIPTION OF DRAWINGS - The figure illustrate the program map table. 
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Alerting Abstract WO Al 

NOVELTY - A secure proxy signing device, such as a smart card (18), is 
used to form digital signatures which are supplied over an insecure network 
(16), for example, the Internet. A signature is formed using a private key 
stored within the signing device. Hence the private key is never in 
existence at the user equipment (12). 

USE - For producing digital signatures of documents, for example, any 
digital data, programs or files. 

ADVANTAGE - High immunity from key extraction, as the private key never 
leaves the smart card. 

DESCRIPTION OF DRAWINGS - The drawing shows a schematic diagram of a 
secure proxy signing device for producing digital signatures of documents. 

12 User equipment 

16 Network 



18 Smart card 

126 Smart card reader 
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The proxy object method : 
target object, an indication as to it's validity and an 
alternative proxy to the target object in the proxy object. The proxy 
object registers itself with a proxy register object which maintains a 
referencing pointer to the proxy object. The proxy object checks the 
validity of the proxy object prior to each invocation of the target object. 
In response to the check the proxy object is used if valid or the alternate 
proxy is used if not valid. 

If a malfunction occurs in the server address space the proxy 
register object causes each of the proxy objects to obtain a 
valid alternate proxy to target objects in the server, to 
indicate that the proxy object is invalid and to store a pointer to the 
valid alternate proxy. 

ADVANTAGE - Protects server against invalid use of proxy objects. 
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Enciphering and deciphering of speech signals in transmitting and 
receiving stations, respectively, are performed by a secret binary 
transmission code associated selectively with the speech communication in 
question. Cryptographic speech signal transmission is initiated and 
finalised by stop and start commands. Synchronising signals are transmitted 
depending on the duration of the speech communication. A communication 
identification signal which is an unambiguous irreversible function of the 
transformation code is added to the start and stop commands and 
synchronising signals. Deciphering of speech signals in the receiving 
station (s) is only initialised and finalised by the start and stop 
commands . 

The communication identification signal is preferably generated as a 
residual polynomium, by division of the transformation code occuring, in 
the form of a binary polynomium with a predetermined polynomium. 

ADVANTAGE - Less complicated and cheaper enciphering and deciphering than 
in prior art, without any requirement of code communication through 
separate secret, communications channels. 



Equivalent Alerting Abstract US A 



In a communication system, in which a great number of communication 
stations operate on the same telecommunication channel, such as a radio 
frequency, secret information transfer for selective calls as well as group 
calls is secured by cryptographic transmission of speech singals, in which 
enciphering and deciphering of the speech signals in transmitting and 
receiving stations, respectively, are performed by means of a secret binary 
transformation code associated selectively with the speech communication in 

By adding a communication identification signal generated in each 
participating station as an unambiguous irreversible function of the 
transformation code to start and stop commands initiating and finalising, 
respectively, the cryptographic speech transmission from a sending station 
to one or more receiving stations, as well as to synchromising signal which 
may possibly be transmitted during a speech communication and utilising 
these communcaition identification signals as a riteriona c for initiation 
and finalisation of deciphering of speech signals in the receiving station 
or stations, a further security is obtained against disturbance or hte 
crytograpgic information transfer by third parties through 
introduction of false message or commands. (6pp)i 
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Patent and Priority Information (Country, Number, Date) : 

Patent: * ... 20030807 

Fulltext Availability: 

Detailed Description 
Publication Year: 2003 

Detailed Description 

field of the CA descriptor. To tell the difference 
and secondary PID CA descriptor, a dummy priv ate 

4 

PMT sent on PID=OxOO10 
PMT NOW 0 

- PMT Program number 1 

- PMT Section . . . 
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01031187 **Image available** 
CRITICAL PACKET PARTIAL ENCRYPTION 
CRYPTAGE PART I EL DE PAQUETS CRITIQUES 
Patent Applicant/Assignee: 

SONY ELECTRONICS INC, 1 Sony Drive, Park Ridge, HJ 07656, US, US 
(Residence), US (Nationality) 
Inventor ( s) : 

UNGER Robert Allan, 2072 Vista Hermosa Way, El Cajon, CA 92019, US, 
CANDELORE Brant L, 10124 Quail Glen Way, Escondido, CA 92029-6502, US, 

Legal Representative: 

KANANEN Ronald P (agent), RADER FISHMAN & GRAUER PLLC, 1233 20th Street, 
NW, Suite 501, Washington, DC 20036, US, 

Patent and Priority Information (Country, Number, Date) : 

Patent: " WO 200361289 Al 20030724 (WO 0361289) 

Application: WO 2002US40050 20021213 (PCT/WO US0240050) 

Priority Application: US 200238217 20020102; CA 2405901 20021001 

Designated States: 

(Protection type is "patent" unless otherwise stated - for applications 
prior to 2004) 

AE AG AL AM AT AU AZ BA BB BG BR BY BZ CA CH CN CO CR CU CZ DE DK DM DZ 
EC EE ES FI GB GD GE GH GM HR HU ID IL IN IS JP KE KG KP KR KZ LC LK LR 
LS LT LU LV MA MD MG MK MN MW MX MZ NO NZ OM PH PL PT RO RU SC SD SE SG 
SK SL TJ TM TN TR TT TZ UA UG UZ VC VN YU ZA ZM ZW 

(EP) AT BE BG CH CY CZ DE DK EE ES FI FR GB GR IE IT LU MC NL PT SE SI SK 
TR 

(OA) BF BJ CF CG CI CM GA GN GQ GW ML MR NE SN TD TG 

(AP) GH GM KE LS MW MZ SD SL SZ TZ UG ZM ZW 

(EA) AM AZ BY KG KZ MD RU TJ TM 
Publication Language: English 
Filing Language: English 
Fulltext Word Count: 22404 

Patent and Priority Information (Country, Number, Date) : 

Patent: . . . 20030724 

Fulltext Availability: 

Detailed Description 
Publication Year: 2003 

Detailed Description 

... field of the CA descriptor. To tell the difference between the ECM and 



secondary PID CA descriptor, a dummy private data value can be 
PMT sent on PID= 
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01031186 **Image available** 
PARTIAL ENCRYPTION AND PID MAPPING 

CRYPTAGE PART I EL ET MISE EN CORRESPONDANCE D ' IDENTIFICATEURS DE PAQUETS 
Patent Applicant/Assignee: 

SONY ELECTRONICS INC, 1 Sony Drive, Park Ridge, NJ 07656, US, US 
(Residence), US (Nationality) 

CANDELORE Brant L, 10124 Quail Glen Way, Escondido, CA 92029-6502, US, 
UNGER Robert Allan, 2072 Vista Hermosa Way, El Cajon, CA 92019, US, 
PEDLOW Leo M Jr, 17193 Garjan Lane, Ramona, CA 92065, US, 

Legal Representative: 

KANANEN Ronald P (agent), Rader Fishman & Grauer PLLC, 1233 20th Street, 
NW, Suite 501, Washington, DC 20036, US, 

Patent and Priority Information (Country, Number, Date) : 

Patent: WO 200361288 Al 20030724 (WO 0361288) 

Application: WO 2002US39958 20021213 (PCT/WO US0239958) 

Priority Application: US 200237499 20020102; CA 2405899 20021001 

Designated States: 

(Protection type is "patent" unless otherwise stated - for applications 
prior to 2004) 

AE AG AL AM AT AU AZ BA BB BG BR BY BZ CA CH CN CO CR CU CZ DE DK DM DZ 
EC EE ES FI GB GD GE GH GM HR HU ID IL IN IS JP KE KG KP KR KZ LC LK LR 
LS LT LU LV MA MD MG MK MN MW MX MZ NO NZ OM PH PL PT RO RU SC SD SE SG 
SK SL TJ TM TN TR TT TZ UA UG UZ VC VN YU ZA ZM ZW 

(EP) AT BE BG CH CY CZ DE DK EE ES FI FR GB GR IE IT LU MC NL PT SE SI SK 
TR 

(OA) BF BJ CF CG CI CM GA GN GQ GW ML MR NE SN TD TG 

(AP) GH GM KE LS MW MZ SD SL SZ TZ UG ZM ZW 

(EA) AM AZ BY KG KZ MD RU TJ TM 
Publication Language: English 
Filing Language: English 
Fulltext Word Count: 21149 

Patent and Priority Information (Country, Number, Date) : 

Patent: . . . 20030724 

Fulltext Availability: 

Detailed Description 
Publication Year: 2003 

Detailed Description 

field of the CA descriptor 
secondary PID CA descriptor 

4 

PMT sent on PID=OxOO10 
PMT OxOOllO 

- PMT Program number 1 
. PMT Section Version... 
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. To tell the difference between the ECM and 
, a dummy private data value can be 



01031081 **Image available** 
ELEMENTARY STREAM PARTIAL ENCRYPTION 

CRYPTAGE PART I EL DE TRAINS DE DONNEES ELEMENTAIRES 
Patent Applicant/Assignee: 

SONY ELECTRONICS INC, 1 Sony Drive, Park Ridge, NJ 07656, US, US 
(Residence) , US (Nationality) 
Inventor (s) : 

CANDELORE Brant L, 10124 Quail Glen Way, Escondido, CA 92029-6502, US, 

UNGER Robert Allan, 1072 Vista Hermosa Way, El Cajon, CA 92019, US, 

PEDLOW Leo M Jr, 17193 Garjan Lane, Ramona, CA 92065, US, 

MIRSKY Gregory, 3048 Stelling Drive, Palo Alto, CA 94303, US, 

EYER Mark Kenneth, 15601 133rd Place, N.E., Woodinville, WA 98072, US, 

Legal Representative: 

KANANEN Ronald P (agent), Rader Fishman & Grauer PLLC, 1233 20th Street, 
NW, Suite 501, Washington, DC 20036, US, 

Patent and Priority Information (Country, Number, Date) : 

Patent: WO 200361173 A2-A3 20030724 (WO 0361173) 

Application: WO 2002US40051 20021213 (PCT/WO US02040051) 

Priority Application: US 200237914 20020102; CA 2405865 20021001 

Designated States: 

(Protection type is "patent" unless otherwise stated - for applications 
prior to 2004) 

AE AG AL AM AT AU AZ BA BB BG BR BY BZ CA CH CN CO CR CU CZ DE DK DM DZ 
EC EE ES FI GB GD GE GH GM HR HU ID IL III I S JP KE KG KP KR KZ LC LK LR 
LS LT LU LV MA MD MG MK MN MW MX MZ 110 HZ OM PH PL PT RO RU SC SD SE SG 
SK SL TJ TM TN TR TT TZ UA UG UZ VC VN YU ZA ZM ZW 

(EP) AT BE BG CH CY CZ DE DK EE ES FI FR GB GR IE IT LU MC NL PT SE SI SK 
TR 

(OA) BF BJ CF CG CI CM GA GN GQ GW ML MR NE SN TD TG 

(AP) GH GM KE LS MW MZ SD SL SZ TZ UG ZM ZW 

(EA) AM AZ BY KG KZ MD RU TJ TM 
Publication Language: English 
Filing Language: English 
Fulltext Word Count: 19125 

Patent and Priority Information (Country, Number, Date) : 

Patent: . . . 20030724 

Fulltext Availability: 

Detailed Description 
Publication Year: 2003 

Detailed Description 

field of the CA descriptor 
secondary PID CA descriptor 

PMT sent on PID=Ox001 0 
PMT NOW 0 
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01029478 **Image available** 
TIME DIVISION PARTIAL ENCRYPTION 

CHIFFREMENT PART I EL PAR REPARTITION DANS LE TEMPS 
Patent Applicant/Assignee: 

SONY ELECTRONICS INC, 1 Sony Drive, Park Ridge, NJ 07656, US, US 
(Residence), US (Nationality) 

CANDELORE Brant L, 10124 Quail Glen Way, Escondido, CA 92029-6502, US, 



. To tell the difference between the ECM and 
, a dummy private data value can be 



UNGER Robert Allan, 2072 Vista Hermosa Way, El Cajon, CA 92019, US, 
DEROVANESSIAN Henry, 4136 Caminto Cassis, San Diego, CA 92122, US, 

Legal Representative: 

KANANEN Ronald P (agent), RADER FISHMAN & GRAUER PLLC, 1233 20th Street, 
NW, Suite 501, Washington, DC 20036, US, 

Patent and Priority Information (Country, Number, Date) : 

Patent: WO 200359039 A2-A3 20030724 (WO 0359039) 

Application: WO 2002US40054 20021213 (PCT/WO US0240054) 

Priority Application: US 200238032 20020102; CA 2405902 20021001 

Designated States: 

(Protection type is "patent" unless otherwise stated - for applications 
prior to 2004) 

AE AG AL AM AT AU AZ BA BB BG BR BY BZ CA CH CN CO CR CU CZ DE DK DM DZ 
EC EE ES FI GB GD GE GH GM HR HU ID IL IN IS JP KE KG KP KR KZ LC LK LR 
LS LT LU LV MA MD MG MK MN MW MX MZ NO NZ OM PH PL PT RO RU SC SD SE SG 
SK SL TJ TM TN TR TT TZ UA UG UZ VC VN YU ZA ZM ZW 

(EP) AT BE BG CH CY CZ DE DK EE ES FI FR GB GR IE IT LU MC NL PT SE SI SK 
TR 

(OA) BF BJ CF CG CI CM GA GN GQ GW ML MR NE SN TD TG 

(AP) GH GM KE LS MW MZ SD SL SZ TZ UG ZM ZW 

(EA) AM AZ BY KG KZ MD RU TJ TM 
Publication Language: English 
Filing Language: English 
Fulltext Word Count: 21518 

Patent and Priority Information (Country, Number, Date) : 

Patent: . . . 20030724 

Fulltext Availability: 

Detailed Description 
Publication Year: 2003 

Detailed Description 
. . . field of the CA descriptor 
secondary PID CA descriptor 

4 

PMT sent on PI D=OxOO 1 0 
PMT OxOOl 10 
- PMT Program number 
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PROXY SERVER AND METHOD FOR DELIVERING INFORMATION IN A MULTIMEDIA 

COMMUNICATION SYSTEM 
SERVEUR MANDATAIRE ET PROCEDE DE REMISE D ' INFORMATIONS DANS UN SYSTEME DE 

COMMUNICATION MULTIMEDIA 
Patent Applicant/Assignee: 

MOTOROLA INC, 1303 E.Algonquin Road, Schaumburg, IL 60196, US, US 

(Residence), US (Nationality), (For all designated states except: US) 
Patent Applicant/Inventor: 

HUGHES John, 2200 Vine Street, Vancouver, British Columbia V6K 3K4, CA, 

CA (Residence), GB (Nationality), (Designated only for: US) 
BRUNT Stephen Mark, 10 Kelham Road, Newark, Nottinghamshire NG6 2PH, GB, 

GB (Residence), GB (Nationality), (Designated only for: US) 
KADIR Timor, Woolfson College Oxford, Linton Road, Oxford, Oxfordshire 
OX2 6UD, GB, GB (Residence), GB (Nationality), (Designated only for: 
US) 

Legal Representative: 

TRELEVEN Colin (agent), Motorola European Intellectual, Property 



. To tell the difference between the ECM and 
, a dummy private data value can be 



Operations, Midpoint, Alencon Link, Basingstoke, Hampshire RG21 7PL, GB 



Patent and Priority Information (Country, Number, Date) : 

Patent: " WO 200301724 A2-A3 20030103 (WO 0301724) 

Application: WO 2002EP7004 20020621 (PCT/WO EP0207004) 

Priority Application: GB 200115309 20010622 

Designated States: 

(Protection type is "patent" unless otherwise stated - for applications 
prior to 2004) 

AE AG AL AM AT AU AZ BA BB BG BR BY BZ CA CH CN CO CR CU CZ DE DK DM DZ 
EC EE ES FI GB GD GE GH GM HR HU ID IL IN IS JP KE KG KP KR KZ LC LK LR 
LS LT LU LV MA MD MG MK MN MW MX MZ NO NZ OM PH PL PT RO RU SD SE SG SI 
SK SL TJ TM TN TR TT TZ UA UG US UZ VN YU ZA ZM ZW 
(EP) AT BE CH CY DE DK ES FI FR GB GR IE IT LU MC NL PT SE TR 
(OA) BF BJ CF CG CI CM GA GN GQ GW ML MR NE SN TD TG 
(AP) GH GM KE LS MW MZ SD SL SZ TZ UG ZM ZW 
(EA) AM AZ BY KG KZ MD RU TJ TM 
Publication Language: English 
Filing Language: English 
Fulltext Word Count: 7277 



Patent and Priority Information (Country, Number, Date) : 

Patent: . . . 20030103 

Fulltext Availability: 

Detailed Description 
Publication Year: 2003 



Detailed Description 

... in the non-real time 

data, then a request for re-transmission 318 of the 
erroneous information will be sent to the mobile node. 



Where the proxy server detects an error, it will send a 
request for re-transmission 318 to the... 
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A TRANSACTION AND LOGISTICS INTEGRATED MANAGEMENT SYSTEM (TALISMAN) FOR 

SECURE CREDIT CARD PAYMENT AND VERIFIED TRANSACTION DELIVERY 
SYSTEME DE GESTION INTEGREE DE TRANSACTION ET DE LOGISTIQUE (TALISMAN) POUR 

PAIEMENT SECURISE PAR CARTE DE CREDIT ET REMISE DE TRANSACTION VERIFIEE 
Patent Applicant/Assignee: 

CQR TECHNOLOGIES LIMITED, Priory House, High Street Reigate, Surrey RH2 

9AE, GB, GB (Residence), — (Nationality), (For all designated states 

except: US) 

BOURNAT Joseph (heir of the deceased inventor), 39 Little Bookham Street, 
Little Bookham, Surrey KT23AA, GB, GB (Residence), GB (Nationality), 
(Designated only for: US) 
Inventor (s) : 

BOURNAT Michael C (deceased), 
Patent Applicant/Inventor: 

BOURNAT Michael C, Waterloo Barn, Mayfield Lane, Witherendew Hill, 
Burwash, Etchingham, Sussex TN19 7JL, GB, GB (Residence), GB 
(Nationality), (Designated only for: US) 
Patent and Priority Information (Country, Number, Date) : 

Patent: WO 200289076 A2-A3 20021107 (WO 0289076) 

Application: WO 2001IB2909 20011223 (PCT/WO IB01002909) 

Priority Application: US 2000257748 20001222; US 2001342221 20011223 
Designated States: 



(Protection type is "patent" unless otherwise stated - for applications 
prior to 2004) 

AE AG AL AM AT AU AZ BA BB BG BR BY BZ CA CH CN CO CR CU CZ DE DK DM DZ 
EC EE ES FI GB GD GE GH GM HR HU ID IL IN IS JP KE KG KP KR KZ LC LK LR 
LS LT LU LV MA MD MG MK MN MW MX MZ NO NZ OM PH PL PT RO RU SD SE SG SI 
SK SL TJ TM TN TR TT TZ UA UG US UZ VN YU ZA ZM ZW 
(EP) AT BE CH CY DE DK ES FI FR GB GR IE IT LU MC NL PT SE TR 
(OA) BF BJ CF CG CI CM GA GN GQ GW ML MR NE SN TD TG 
(AP) GH GM KE LS MW MZ SD SL SZ TZ UG ZM ZW 
(EA) AM AZ BY KG KZ MD RU TJ TM 
Publication Language: English 
Filing Language: English 
Fulltext Word Count: 25588 



Patent and Priority Information (Country, Number, Date) : 

Patent: ... 20021107 

Fulltext Availability: 

Detailed Description 
Publication Year: 2002 
Detailed Description 
CA not 

in Scheme 

X'00000800'= delivery certificate invalid 

X'00001 000' = delivery certificate or CA not in 

scheme 

X'00002000' = invalid delivery information 
X'00004000' = proof of delivery received 
X'00008000' = delivery in progress 
X'0001 0000' = invalid message for service 
X'80000000'= CQR. . . 
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00943692 **Image available** 
CONTENT CERTIFICATION 
CERTIFICATION DE CONTENU 
Patent Applicant/Assignee: 

GEO TRUST INC, 700 NE Mulnomah, Suite 1650, Portland, OR 97232, US, US 
(Residence), US (Nationality), (For all designated states except: US) 
Patent Applicant/Inventor: 

COULTHARD Christopher M, 88 Park Ave., #402, Arlington, MA 02476, US, US 

(Residence), GB (Nationality), (Designated only for: US) 
MCLEOD Scott C, 24 Carriage Drive, Chelmsford, MA 01824, US, US 

(Residence), US (Nationality), (Designated only for: US) 
NORMAN Peter D, 56 Palmer Street, Arlington, MA 02174, US, US (Residence) 

, US (Nationality), (Designated only for: US) 
WILLOUGHBY Kevin, 10 Church Street, Framingham, MA 07102, US, US 

(Residence), US (Nationality), (Designated only for: US) 
HODGMAN Rod G, 465 Robinson Road, Boxborough, MA 01719, US, US 
(Residence), US (Nationality), (Designated only for: US) 
Legal Representative: 

CAHNAVALE Stephen (agent) , Goodwin Procter LLP, 7 Becker Farm Road, 
Roseland, NJ 07068, US, 
Patent and Priority Information (Country, Number, Date) : 

Patent: WO 200277831 Al 20021003 (WO 0277831) 

Application: WO 2001US9685 20010326 (PCT/WO US0109685) 

Priority Application: WO 2001US9685 20010326 
Designated States: 

(Protection type is "patent" unless otherwise stated - for applications 
prior to 2004) 



AE AG AL AM AT AU AZ BA BB BG BR BY BZ CA CH CN CR CU CZ DE DK DM DZ EE 
ES FI GB GD GE GH GM HR HU ID IL IN IS JP KE KG KP KR KZ LC LK LR LS LT 
LU LV MA MD MG MK MN MW MX MZ NO NZ PL PT RO RU SD SE SG SI SK SL TJ TM 
TR TT TZ UA UG US UZ VN YU ZA ZW 

(EP) AT BE CH CY DE DK ES FI FR GB GR IE IT LU MC NL PT SE TR 

(OA) BF BJ CF CG CI CM GA GN GW ML MR NE SN TD TG 

(AP) GH GM KE LS MW MZ SD SL SZ TZ UG ZW 

(EA) AM AZ BY KG KZ MD RU TJ TM 
Publication Language: English 
Filing Language: English 
Fulltext Word Count: 6204 

Patent and Priority Information (Country, Number, Date) : 

Patent: . . . 20021003 

Fulltext Availability: 

Detailed Description 
Publication Year: 2002 

Detailed Description 

... the franchisor ' can download 

replacement content or the franchisor can mark the content 
in the proxy invalid. When a franchisee receives a request 
for invalid content 364, the franchisee requests updated 
content from the franchisor 366. The franchisor can monitor 
the . . . 
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00853885 

PROTOCOL FOR SECURE COMMUNICATIONS 

AMELIORATIONS PORTANT SUR UN PROTOCOLE DE RESEAU AGILE DESTINE A LA 

COMMUNICATION PROTEGEE AVEC DISPONIBILITE DU SYSTEME GARANTIE 
Patent Applicant/Assignee: 

SCIENCE APPLICATIONS INTERNATIONAL CORPORATION, 10260 Campus Point Drive, 
MS#F3, San Diego, CA 92121, US, US (Residence), US (Nationality), (For 
all designated states except: US) 
Patent Applicant/Inventor: 

LARSON Victor, 12026 Lisa Marie Court, Fairfax, VA 22033, US, US 

(Residence), US (Nationality) 
SHORT Robert Durham III, 38710 Goose Creek Lane, Leesburg, VA 20175, US, 

US (Residence), US (Nationality) 
MUNGER Edmund Colby, 1101 Opaca Court, Crownsville, MD 21032, US, US 

(Residence), US (Nationality) 
SCHMIDT Douglas Charles, 230 Oak Court, Severna Park, MD 21146, US, US 

(Residence), US (Nationality) 
WILLIAMSON Michael, 26203 Ocala Circle, South Riding, VA 20152, US, US 
(Residence), US (Nationality) 
Legal Representative: 

CURTIN Joseph P (et al) (agent), Banner & Witcoff, Ltd., 1001 G Street, 
N.W., Eleventh Floor, Washington, DC 20001-4597, US, 
Patent and Priority Information (Country, Number, Date) : 

Patent: WO 200186911 A2-A3 20011115 (WO 0186911) 

Application: WO 2001US13261 20010425 (PCT/WO US0113261) 

Priority Application: US 2000558209 20000426 
Parent Application/Grant: 

Related by Continuation to: US 2000558209 20000426 (CON); US 99429643 
19991029 (CON); US 2000504783 20000215 (CON); US 99137704 19990607 
(CON); US 98106261 19981030 (CON) 
Designated States: 

(Protection type is "patent" unless otherwise stated - for applications 



prior to 2004) 

AE AG AL AM AT AU AZ BA BB BG BR BY BZ CA CH CN CO CR CU CZ DE DK DM DZ 
EE ES FI GB GD GE GH GM HR HU ID IL IN IS JP KE KG KP KR KZ LC LK LR LS 
LT LU LV MA MD MG MK MN MW MX MZ NO NZ PL PT RO RU SD SE SG SI SK SL TJ 
TM TR TT TZ UA UG US UZ VN YU ZA ZW 

(EP) AT BE CH CY DE DK ES FI FR GB GR IE IT LU MC NL PT SE TR 

(OA) BF BJ CF CG CI CM GA GN GW ML MR NE SN TD TG 

(AP) GH GM KE LS MW MZ SD SL SZ TZ UG ZW 

(EA) AM AZ BY KG KZ MD RU TJ TM 
Publication Language: English 
Filing Language: English 
Fulltext Word Count: 37053 

Patent and Priority Information (Country, Number, Date) : 

Patent: . . . 20011115 

Fulltext Availability: 

Detailed Description 
Publication Year: 2001 

Detailed Description 

. . . service provider (ISP) . 

To defeat traffic analysis, a scheme called Chaum ' s mixes employs a 

including dummy messages . Multiple originating tenninals are 
connected through a mix (a server) to multiple target servers. It... 
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00841988 **Image available** 
SEARCH SYSTEMS 
SYSTEMES DE RECHERCHE 
Patent Applicant/Assignee: 

DYNAMIC INTERNET LIMITED, 2 7 Peckarmans Wood, Dulwich, London SE26 6RY, 
GB, GB (Residence), GB (Nationality), (For all designated states 
except: US) 
Patent Applicant/Inventor: 

CHANOT Giles, 4 Pepys Road, New Cross, London SE14 5SB, GB, GB 
(Residence), GB (Nationality), (Designated only for: US) 
Legal Representative: 

LUCKHURST Anthony Henry William (agent), Marks & Clerk, 57-60 Lincolns 
Inn Fields, London WC2A 3 LS , GB, 
Patent and Priority Information (Country, Number, Date) : 

Patent: WO 200175668 A2-A3 20011011 (WO 0175668) 

Application: WO 2001GB1149 20010315 (PCT/WO GB0101149) 

Priority Application: GB 20006991 20000322 
Designated States: 

(Protection type is "patent" unless otherwise stated - for applications 
prior to 2004) 

AE AG AL AM AT AU AZ BA BB BG BR BY BZ CA CH CN CO CR CU CZ DE DK DM DZ 
EE ES FI GB GD GE GH GM HR HU ID IL IN IS JP KE KG KP KR KZ LC LK LR LS 
LT LU LV MA MD MG MK MN MW MX MZ NO NZ PL PT RO RU SD SE SG SI SK SL TJ 
TM TR TT TZ UA UG US UZ VN YU ZA ZW 

(EP) AT BE CH CY DE DK ES FI FR GB GR IE IT LU MC NL PT SE TR 

(OA) BF BJ CF CG CI CM GA GN GW ML MR NE SN TD TG 

(AP) GH GM KE LS MW MZ SD SL SZ TZ UG ZW 

(EA) AM AZ BY KG KZ MD RU TJ TM 
Publication Language: English 
Filing Language: English 
Fulltext Word Count: 27504 



Patent and Priority Information (Country, Number, Date) : 

Patent: . . . 20011011 

Fulltext Availability: 

Detailed Description 
Publication Year: 2001 

Detailed Description 

. . . applets have been sent which spider-request URLs, this restricts the 
possibility of a malicious third party sending incorrect 
information for any web page at will. 
A hacker might also or instead simply want to... 
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AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS WITH ASSURED SYSTEM 
AVAILABILITY 

AMELIORATIONS APPORTEES A UN PROTOCOLE DE RESEAU AGILE AFIN DE SECURISER 

LES COMMUNICATIONS TOUT EN GARANT I S SANT LA DISPONIBILITE DU SYSTEME 
Patent Applicant/Assignee: 

SCIENCE APPLICATIONS INTERNATIONAL CORPORATION, 10260 Campus Point Drive, 
San Diego, CA 92121, US, US (Residence), US (Nationality), (For all 
designated states except: US) 
Patent Applicant/Inventor: 

MUNGER Edmund Colby, 1101 Opaca Court, Crownsville, MD 21032, US, US 

(Residence), US (Nationality), (Designated only for: US) 
SCHMIDT Douglas Charles, 230 Oak Court, Severna Park, MD 21146, US, US 

(Residence), US (Nationality), (Designated only for: US) 
SHORT Robert Dunham III, 38710 Goose Creek Lane, Leesburg, VA 20175, US, 

US (Residence), US (Nationality), (Designated only for: US) 
LARSON Victor, 12026 Lisa Marie Court, Fairfax, VA 22033, US, US 

(Residence), US (Nationality), (Designated only for: US) 
WILLIAMSON Michael, 26203 Ocala Circle, South Riding, VA 20152, US, US 
(Residence), US (Nationality), (Designated only for: US) 
Legal Representative: 

WRIGHT Bradley C (et al) (agent), Banner & Witcoff, Ltd., 11th Floor, 
1001 G Street, N.W., Washington, DC 20001-4597, US, 
Patent and Priority Information (Country, Number, Date) : 

Patent: WO 200161922 A2-A3 20010823 (WO 0161922) 

Application: WO 2001US4340 20010212 (PCT/WO US0104340) 

Priority Application: US 2000504783 20000215 
Parent Application/Grant: 

Related by Continuation to: US 2000504783 20000215 (CON) 
Designated States: 

(Protection type is "patent" unless otherwise stated - for applications 
prior to 2004) 

AE AG AL AM AT AU AZ BA BB BG BR BY BZ CA CH CN CR CU CZ DE DK DM DZ EE 
ES FI GB GD GE GH GM HR HU ID IL IN IS JP KE KG KP KR KZ LC LK LR LS LT 
LU LV MA MD MG MK MN MW MX MZ NO NZ PL PT RO RU SD SE SG SI SK SL TJ TM 
TR TT TZ UA UG US UZ VN YU ZA ZW 

(EP) AT BE CH CY DE DK ES FI FR GB GR IE IT LU MC NL PT SE TR 

(OA) BF BJ CF CG CI CM GA GN GW ML MR NE SN TD TG 

(AP) GH GM KE LS MW MZ SD SL SZ TZ UG ZW 

(EA) AM AZ BY KG KZ MD RU TJ TM 
Publication Language: English 
Filing Language: English 
Fulltext Word Count: 31160 

Patent and Priority Information (Country, Number, Date) : 
Patent: . . . 20010823 



Fulltext Availability: 
Detailed Description 
Publication Year: 2001 



Detailed Description 
. . . der (ISP) . 

To defeat traffic analysis, a scheme called Chaum ' s mixes employs a 
proxy server that transmits and receives fixed length messages, 
including dummy messages . 

Multiple originating terminals are connected through a mix (a server) to 
multiple target servers. It... 



10/3, K/30 (Item 30 from file: 349) 

DIALOG ( R) File 349:PCT FULLTEXT 
(c) 2008 WIPO/Thomson . All rts. reserv. 

00809830 **Image available** 
SMART ELECTRONIC RECEIPT SYSTEM 

SYSTEME DE FACTURES ELECTRONIQUES INTELLIGENTES 
Patent Applicant/Assignee: 

BRODIA, Suite 1530, 221 Main Street, San Francisco, CA 94105, US, US 
(Residence) , US (Nationality) 
Inventor ( s) : 

HERMAN Gary, 1040 Dolores Street #307, San Francisco, CA 94110, US, 
GOLDSTEIN Theodore C, 875 La Para Avenue, Palo Alto, CA 94306, US, 
MARTINEZ Ronald G, 226 Francisco Street, San Francisco, CA 94133, US, 

Legal Representative: 

GLENN Michael A (et al) (agent), Glenn Patent Group, Suite L, 3475 Edison 
Way, Menlo Park, CA 94025, US, 

Patent and Priority Information (Country, Number, Date) : 

Patent: WO 200141527 A2-A3 20010614 (WO 0141527) 

Application: WO 2000US20944 20000731 (PCT/WO US0020944) 

Priority Application: US 99467545 19991210 

Designated States: 

(Protection type is "patent" unless otherwise stated - for applications 
prior to 2004) 

AL AM AT AU AZ BA BB BG BR BY CA CH CN CU CZ DE DK EE ES FI GB GD GE GH 
GM HR HU ID IL IN IS JP KE KG KP KR KZ LC LK LR LS LT LU LV MD MG MK MN 
MW MX NO NZ PL PT RO RU SD SE SG SI SK SL TJ TM TR TT UA UG UZ VN YU ZA 

zw 

(EP) AT BE CH CY DE DK ES FI FR GB GR IE IT LU MC NL PT SE 

(OA) BF BJ CF CG CI CM GA GN GW ML MR NE SN TD TG 

(AP) GH GM KE LS MW MZ SD SL SZ TZ UG ZW 

(EA) AM AZ BY KG KZ MD RU TJ TM 
Publication Language: English 
Filing Language: English 
Fulltext Word Count: 26165 

Patent and Priority Information (Country, Number, Date) : 

Patent: ... 20010614 

Fulltext Availability: 

Detailed Description 
Publication Year: 2001 

Detailed Description 

. . . Certificate signature invalid 

0x0000001b Certificate expired 

OOOOOOOlle Certificate format invalid 

OxOOOOOOld Certificate - -miscellaneous error 



OxOOOOOOle Transfer Document version invalid 
OXOOOOOOlf Transfer Document length invalid 

000000020 Transfer Document ID invalid 

000000021 Transfer Document Proxy Server ID invalid 

000000022 Transfer Document Object ID invalid 



000000023 
000000024 
000000025 
000000026 
000000027 
000000028 



Document Object Data/Attributes invalid 
Document Conditions on Transfers invalid 
Document Time of Transfer Invalid 
Document Expired 
Document Signature Invalid 
Document - Miscellaneous Error 



040000029 Player ID invalid 
OxOO00002a Object ID invalid 
OxOO00002b Miscellaneous erroi 
OxOO00002c Internal... 



10/3, K/31 (Item 31 from file: 349) 

DIALOG(R) File 349:PCT FULLTEXT 
(c) 2008 WIPO/Thomson . All rts. reserv. 

00787023 **Image available** 

METHOD, APPARATUS, AND SYSTEM FOR FACILITATING TRANSACTIONS BETWEEN VENDORS 
AND PURCHASERS 

PROCEDE, APPAREIL ET SYSTEME FACILITANT LES TRANSACTIONS ENTRE VENDEURS ET 

ACHETEURS 
Patent Applicant/Assignee: 

AUTOVIA CORPORATION, 7880 Alta Valley Drive, Suite 202, Sacramento, CA 
95823, US, US (Residence), US (Nationality), (For all designated states 
except: US) 
Patent Appl icant/ Inventor : 

GEORGIU Rod, P.O. Box 1253, Elk Grove, CA 95759, US, US (Residence), US 

(Nationality), (Designated only for: US) 
OLSON Eric, 5417 Coyote Pass, Shingle Springs, CA 95682, US, US 

(Residence), US (Nationality), (Designated only for: US) 
LEACH Jim, 996 Hawthorn Drive, Lafayette, CA 94549, US, US (Residence), 

US (Nationality), (Designated only for: US) 
CESENA Ralph, 2354 Medallion Way, Lodi, CA 95242, US, US (Residence), US 
(Nationality), (Designated only for: US) 
Legal Representative: 

MALLIE Michael J (et al) (agent), Blakely, Sokoloff, Taylor & Zafman LLP, 
12400 Wilshire Boulevard, 7th floor, Los Angeles, CA 90025, US, 
Patent and Priority Information (Country, Number, Date) : 

Patent: WO 200120514 Al 20010322 (WO 0120514) 

Application: WO 2000US24671 20000907 (PCT/WO US0024671) 

Priority Application: US 99394995 19990913 
Designated States: 

(Protection type is "patent" unless otherwise stated - for applications 
prior to 2004) 

AE AG AL AM AT AU AZ BA BB BG BR BY BZ CA CH CN CR CU CZ DE DK DM DZ EE 
ES FI GB GD GE GH GM HR HU ID IL IN IS JP KE KG KP KR KZ LC LK LR LS LT 
LU LV MA MD MG MK MN MW MX MZ NO NZ PL PT RO RU SD SE SG SI SK SL TJ TM 
TR TT TZ UA UG US UZ VN YU ZA ZW 

(EP) AT BE CH CY DE DK ES FI FR GB GR IE IT LU MC NL PT SE 

(OA) BF BJ CF CG CI CM GA GN GW ML MR NE SN TD TG 

(AP) GH GM KE LS MW MZ SD SL SZ TZ UG ZW 

(EA) AM AZ BY KG KZ MD RU TJ TM 
Publication Language: English 
Filing Language: English 
Fulltext Word Count: 34298 



Patent and Priority Information (Country, Number, Date) 
Patent: . . . 20010322 



Fulltext Availability: 
Detailed Description 
Publication Year: 2001 



Detailed Description 

... customer satisfaction. For example 
part number from the paper catalog , 
information to the vendors who would 
information back to the purchaser. In 



10/3, K/32 (Item 32 from file: 349) 

DIALOG ( R) File 349:PCT FULLTEXT 
(c) 2008 WIPO/Thomson. All rts. reserv. 

00738053 **Image available** 
PERSONAL-ASSISTANT SYSTEM 
SYSTEME D 'ASSISTANT PERSONNEL 
Patent Applicant/Assignee: 

KONINKLI JKE KPN N V, Stationsplein 7, NL-9726 AE Groningen, NL, NL 

(Residence), NL (Nationality), (For all designated states except: US) 
Patent Applicant/Inventor: 

VAN ELSAS Peter Alexander, Cederstraat 20, NL-1505 AD Zaandam, NL, NL 

(Residence), NL (Nationality), (Designated only for: US ) 
VOGEL Heidi, Biltstraat 461, NL-3572 AX Utrecht, NL, NL (Residence), NL 

(Nationality), (Designated only for: US ) 
MURNANE Aisling, Newtonstraat 197, NL-2562 KG Den Haag, NL, NL 

(Residence), IE (Nationality), (Designated only for: US ) 
ROOS VAN RAADSHOOVEN Leon Antonius, Violiervaart 55, NL-2724 VS 

Zoetermeer, NL, NL (Residence), NL (Nationality), (Designated only for: 
US ) 

Legal Representative: 

KLEIN Bart, Koninklijke KPN N.V., P.O. Box 95321, NL-2509 CH The Hague, 
NL 

Patent and Priority Information (Country, Number, Date) : 

Patent: WO 200051040 Al 20000831 (WO 0051040) 

Application: WO 2000EP1105 20000211 (PCT/WO EP0001105) 

Priority Application: NL 1011357 19990222 

Designated States: 

(Protection type is "patent" unless otherwise stated - for applications 
prior to 2004) 

AE AL AM AT AU AZ BA BB BG BR BY CA CH CN CR CU CZ DE DK DM EE ES FI GB 
GD GE GH GM HR HU ID IL IN IS JP KE KG KP KR KZ LC LK LR LS LT LU LV MA 
MD MG MK MN MW MX NO NZ PL PT RO RU SD SE SG SI SK SL TJ TM TR TT TZ UA 
UG US UZ VN YU ZA ZW 

(EP) AT BE CH CY DE DK ES FI FR GB GR IE IT LU MC NL PT SE 

(OA) BF BJ CF CG CI CM GA GN GW ML MR NE SN TD TG 

(AP) GH GM KE LS MW SD SL SZ TZ UG ZW 

(EA) AM AZ BY KG KZ MD RU TJ TM 
Publication Language: English 
Filing Language: English 
Fulltext Word Count: 4524 

Patent and Priority Information (Country, Number, Date) : 

Patent: . . . 20000831 

Fulltext Availability: 

Detailed Description 
Publication Year: 2000 

Detailed Description 

... by the agents 

with third parties. As a result, an agent is capable of 
inadvertently providing confidential information to, or copying 



, the purchaser may obtain a wrong 
may provide erroneous part 
in turn provide erroneous 



incorrect information from, an unreliable third party 



The object of the invention is to provide a system which 
eliminates said problems. To... 



10/3, K/33 (Item 33 from file: 349) 

DIALOG ( R) File 349:PCT FULLTEXT 
(c) 2008 WIPO/Thomson . All rts. reserv. 

00733694 **Image available** 
CONTENT CERTIFICATION 
CERTIFICATION DE CONTENU 
Patent Applicant/Assignee: 

GEOTRUST INC, Suite 20, 40 Washington Street, Wellesley Hills, MA 02481, 
US, US (Residence), US (Nationality), (For all designated states 
except: US) 
Patent Applicant/Inventor: 

COULTHARD Christopher M, 88 Park Avenue #402, Arlington, MA 02476, US, US 

(Residence), GB (Nationality), (Designated only for: US) 
MCLEOD Scott C, 24 Carriage Drive, Chelmsford, MA 01824, US, US 

(Residence), US (Nationality), (Designated only for: US) 
NORMAN Peter D, 56 Palmer Street, Arlington, MA 02174, US, US (Residence) 

, US (Nationality), (Designated only for: US) 
WILLOUGHBY Kevin, 10 Church Street, Framingham, MA 01702, US, US 

(Residence), US (Nationality), (Designated only for: US) 
HODGMAN Rod G, 465 Robinson Road, Boxborough, MA 01719, US, US 

(Residence), US (Nationality), (Designated only for: US) 
ROSENBERG Jonathan, 11 Seton Hill Road, Auburndale, MA 02466, US, US 
(Residence), — (Nationality), (Designated only for: US) 
Legal Representative: 

LEE G Roger (et al) (agent), Fish & Richardson P.C., 225 Franklin Street, 
Boston, MA 02110-2804, US, 
Patent and Priority Information (Country, Number, Date) : 

Patent: WO 200046681 Al 20000810 (WO 0046681) 

Application: WO 2000US3489 20000208 (PCT/WO US0003489) 

Priority Application: US 99248370 19990208; US 99153901 19990914 
Parent Application/Grant: 

Related by Continuation to: US 99248370 19990208 (CIP); US 99153901 
19990914 (CIP) 
Designated States: 

(Protection type is "patent" unless otherwise stated - for applications 
prior to 2004) 

AE AL AM AT AU AZ BA BB BG BR BY CA CH CN CR CU CZ DE DK DM EE ES FI GB 
GD GE GH GM HR HU ID IL IN IS JP KE KG KP KR KZ LC LK LR LS LT LU LV MA 
MD MG MK MN MW MX NO NZ PL PT RO RU SD SE SG SI SK SL TJ TM TR TT TZ UA 
UG US UZ VN YU ZA ZW 

(EP) AT BE CH CY DE DK ES FI FR GB GR IE IT LU MC NL PT SE 

(OA) BF BJ CF CG CI CM GA GN GW ML MR NE SN TD TG 

(AP) GH GM KE LS MW SD SL SZ TZ UG ZW 

(EA) AM AZ BY KG KZ MD RU TJ TM 
Publication Language: English 
Filing Language: English 
Fulltext Word Count: 11943 

Patent and Priority Information (Country, Number, Date) : 

Patent: . . . 20000810 

Fulltext Availability: 

Detailed Description 
Publication Year: 2000 

Detailed Description 

. . . the franchisor can download replacement content or the franchisor can 



mark the content in the proxy invalid. When a franchisee receives a 
request for invalid content 364, the franchisee requests updated 
content from the franchisor 366. The franchisor can 
monitor the . . . 



10/3, K/34 (Item 34 from file: 349) 

DIALOG ( R) File 349:PCT FULLTEXT 
(c) 2008 WIPO/Thomson. All rts. reserv. 

00563717 

NETWORK PROTOCOL FOR SECURE COMMUNICATIONS 

PROTOCOLE DE RESEAU AGILE OFFRANT DES COMMUNICATIONS SURES AVEC UNE 

DISPONIBILITE DU SYSTEME ASSUREE 
Patent Applicant/Assignee: 

SCIENCE APPLICATIONS INTERNATIONAL CORPORATION, 

MUNGER Edmund C, 

SABIO Vincent J, 

SHORT Robert Dunham III, 

GLIGOR Virgil D, 

SCHMIDT Douglas Charles, 
Inventor ( s) : 

MUNGER Edmund C, 

SABIO Vincent J, 

SHORT Robert Dunham III, 

GLIGOR Virgil D, 

SCHMIDT Douglas Charles, 
Patent and Priority Information (Country, Number, Date) : 

Patent: WO 200027090 A2 20000511 (WO 0027090) 

Application: WO 99US25323 19991029 (PCT/WO US9925323) 

Priority Application: US 98106261 19981030; US 99137704 19990607 
Designated States: 

(Protection type is "patent" unless otherwise stated - for applications 
prior to 2004) 

AE AL AM AT AU AZ BA BB BG BR BY CA CH CN CR CU CZ DE DK DM EE ES FI GB 
GD GE GH GM HR HU ID IL IN IS JP KE KG KP KR KZ LC LK LR LS LT LU LV MA 
MD MG MK MN MW MX NO NZ PL PT RO RU SD SE SG SI SK SL TJ TM TR TT TZ UA 
UG US UZ VII YU ZA ZW GH GM KE LS MW SD SL SZ TZ UG ZW AM AZ BY KG KZ MD 
RU TJ TM AT BE CH CY DE DK ES FI FR GB GR IE IT LU MC NL PT SE BF BJ CF 
CG CI CM GA GN GW ML MR NE SN TD TG 

Publication Language: English 

Fulltext Word Count: 20329 

Patent and Priority Information (Country, Number, Date) : 

Patent: . . . 20000511 

Fulltext Availability: 

Detailed Description 
Publication Year: 2000 

Detailed Description 

... service provider (ISP). 

To defeat traffic analysis, a scheme called Chaum ' s mixes employs a 
proxy server that transmits and receives fixed length messages, 
including dummy messages . Multiple originating terminals are 
connected through a mix (a server) to multiple target servers. It... 



10/3, K/35 (Item 35 from file: 349) 

DIALOG(R) File 349:PCT FULLTEXT 
(c) 2008 WIPO/Thomson. All rts. reserv. 



00563713 



NETWORK PROTOCOL FOR SECURE COMMUNICATIONS 

PROTOCOLE DE RESEAU AGILE OFFRANT DES COMMUNICATIONS SURES AVEC UNE 

DISPONIBILITE DU SYSTEME ASSUREE 
Patent Applicant/Assignee: 

SCIENCE APPLICATIONS INTERNATIONAL CORPORATION, 

MUNGER Edmund C, 

SABIO Vincent J, 

SHORT Robert Dunham III, 

GLIGOR Virgil D, 

SCHMIDT Douglas Charles, 

MUNGER Edmund C, 

SABIO Vincent J, 

SHORT Robert Dunham III, 

GLIGOR Virgil D, 

SCHMIDT Douglas Charles, 
Patent and Priority Information (Country, Number, Date) : 

Patent: WO 200027086 A2 20000511 (WO 0027086) 

Application: WO 99US25325 19991029 (PCT/WO US9925325) 

Priority Application: US 98106261 19981030; US 99137704 19990607 
Designated States: 

(Protection type is "patent" unless otherwise stated - for applications 
prior to 2004) 

AE AL AM AT AU AZ BA BB BG BR BY CA CH CN CR CU CZ DE DK DM EE ES FI GB 
GD GE GH GM HR HU ID IL IN IS JP KE KG KP KR KZ LC LK LR LS LT LU LV MA 
MD MG MK MN MW MX NO NZ PL PT RO RU SD SE SG SI SK SL TJ TM TR TT TZ UA 
UG US US UZ VN YU ZA ZW GH GM KE LS MW SD SL SZ TZ UG ZW AM AZ BY KG KZ 
MD RU TJ TM AT BE CH CY DE DK ES FI FR GB GR IE IT LU MC NL PT SE BF BJ 
CF CG CI CM GA GN GW ML MR NE SN TD TG 

Publication Language: English 

Fulltext Word Count: 21691 

Patent and Priority Information (Country, Number, Date) : 

Patent: ... 20000511 

Fulltext Availability: 

Detailed Description 
Publication Year: 2000 

Detailed Description 

... service provider (ISP). 

To defeat traffic analysis, a scheme called Chaum ' s mixes employs a 
proxy server that transmits and receives fixed length messages, 
including dummy messages . 

Multiple originating terminals are connected through a mix (a server) to 
multiple target servers. It... 



10/3, K/36 (Item 36 from file: 349) 

DIALOG(R) File 349:PCT FULLTEXT 
(c) 2008 WIPO/Thomson. All rts. reserv. 

00456627 **Image available** 
VIRTUAL PROPERTY SYSTEM 
BIENS VIRTUELS EN RESEAU 
Patent Applicant/Assignee: 
TRANSACTOR NETWORKS INC, 

MARTINEZ Ronald, 
SCHNEIER Bruce, 
GUERIN Greg, 

Patent and Priority Information (Country, Number, Date) : 



Patent: WO 9847091 Al 19981022 

Application: WO 98US7176 19980409 (PCT/WO US9807176) 

Priority Application: US 97834027 19970411 
Designated States: 

(Protection type is "patent" unless otherwise stated - for applications 
prior to 2004) 

AL AM AT AU AZ BA BB BG BR BY CA CH CN CU CZ DE DK EE ES FI GB GE GH GM 
GW HU ID IL IS JP KE KG KP KR KZ LC LK LR LS LT LU LV MD MG MK MN MW MX 
NO NZ PL PT RO RU SD SE SG SI SK SL TJ TM TR TT UA UG UZ VN YU ZW GH GM 
KE LS MW SD SZ UG ZW AM AZ BY KG KZ MD RU TJ TM AT BE CH CY DE DK ES FI 
FR GB GR IE IT LU MC NL PT SE BF BJ CF CG CI CM GA GN ML MR NE SN TD TG 

Publication Language: English 

Fulltext Word Count: 21246 



Patent and Priority Information (Country, Number, Date) : 

Patent: ... 19981022 

Fulltext Availability: 

Detailed Description 
Publication Year: 1998 



Detailed Description 

. . . Certificate signature invalid 

OxOOOOOOlb Certificate expired 

OxOOOOOOlc Certificate format invalid 

OxOOOOOOld Certificate - -miscellaneous error 

OOOOOOOle Transfer Document version invalid 

OxOOOOOOlf Transfer Document length invalid 

000000020 Transfer Document ID invalid 

000000021 Transfer Document Proxy Server ID invalid 

000000022 Transfer Document Object ID invalid 

000000023 Transfer Document Object Data/Attributes invalid 

000000024 Transfer Document Conditions on Transfers invalid 

000000025 Transfer Document Time of Transfer Invalid 

000000026 Transfer Document Expired 

000000027 Transfer Document Signature Invalid 

000000028 Transfer Document — Miscellaneous Error 

000000029 Player ID invalid 
00000002a Object ID invalid 
OxOO00002b Miscellaneous error 
00000002c Internal... 



